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Overview 
This procedure outlines the school’s approach to e-safety, filtering and monitoring, in accordance with Keeping Children Safe in 

Education (KCSIE 2025), the DfE Filtering and Monitoring Standards, and our internal Acceptable Use and BYOD policies. 

 

At Bedford Girls’ School, our priority is to ensure a safe, secure, and educationally focused digital environment for all users. We 

operate a layered safeguarding approach that includes: 

- Age-appropriate filtering across all network-connected devices, including staff and visitors 

- Real-time monitoring of internet activity, with weekly DSL review 

- Restricted BYOD usage – only permitted for Sixth Form students, who must use the BGS-WiFi network with appropriate filtering 

- Shared accountability between the DSL, IT Manager, SLT Digital Lead and Governors for policy oversight, risk management and 

system audit 

 

Filtering and monitoring systems address all four categories of online harm set out in KCSIE 2025: 

1. Content – exposure to harmful material, including misinformation, disinformation and conspiracy theories. 

2. Contact – harmful interactions with others 

3. Conduct – harmful online behaviour 



4. Commerce – online scams or risky commercial services 

 

Our filtering systems are tested regularly using the SWGfL Filtering Test Tool and reviewed annually by the DSL, IT Manager, and 

SLT. 

 

Content Filtering and Application Control 
All users accessing the BGS network are subject to content filtering and application control via WatchGuard firewalls, with 

authentication through RADIUS and Microsoft Active Directory. 

 

Filtering levels are tailored to: 

- Years 3–6 

- Years 7–9 

- Years 10–11 

- Years 12–13 

- Staff and visitors 

 

WatchGuard’s content filter categories are updated by the vendor and reviewed annually by the IT Manager and DSL. 

 

Application Blocking 

BGS blocks age-inappropriate or unsafe platforms including: 

- Social media (e.g. TikTok, Instagram, Snapchat) 

- Peer-to-peer file sharing, games, anonymous messaging 

- Proxy avoidance tools and VPNs 

- Non-educational streaming and entertainment platforms 

Approved educational exceptions (e.g. YouTube, ChatGPT) are permitted only with written request and IT/DSL approval. 

 



Social Media and Messaging Platforms 

Students in Years 3–11 are not permitted to access any form of social media or unauthorised messaging platforms on any device 

during the school day. 

 

All such platforms are blocked through filtering and firewall policy. Any bypass attempt, including via SIM-enabled BYOD, is classified 

as proxy avoidance and will be treated in accordance with the school’s Positive Behaviour Policy. 

Email Communication monitoring. 
 
For the safety and security of users and recipients, all mail is filtered and logged. If necessary, email 
histories can be traced. 
The school uses a multi-layered layered approach to email protection and monitoring. 
1. All incoming email is scanned through a 3rd party secure email gateway service. Mail is scanned 
for malicious code, phishing content and spam detection and will block or route email to quarantine 
if suspicious content is found. 
2. In addition, keyword filtering policies are place on the school’s mail systems. 
a. These filter for objectional content (sexual / abusive / harmful in context) 
b. Phishing or impersonation attempts 
3. Detection of phishing attempts places delivery of the message on hold, where the message is 
analysed and release for delivery is the email is not found to be malicious. 
4. Where a student safeguarding concern may be detected the email is copied to an “Email 
Monitoring” mailbox. The mailbox is accessible to the DSL, IT Manager and Wellbeing Officer. Emails are reviewed 
daily and actioned in line with the Acceptable Use Policy available on the Eyrie. 
 

Use of Generative AI Tools 
AI tools are filtered and controlled based on year group access and educational value. 

 

- Blocked for Years 3–11 unless explicitly unblocked for teacher-led sessions 

- Permitted for Sixth Form, with clear guidance under the school’s AI Traffic Light System 

- Unacknowledged or dishonest use of AI for schoolwork breaches the Academic Honesty Policy 

 



Generative AI filtering includes: 

- AI – Conversation 

- AI – Text & Code 

- AI – Multimedia 

- Other AI/ML Applications 

 

Protection from Artificial Intelligence Deepfakes and Harmful Synthetic Media 

To safeguard students and staff from harmful or manipulated AI-generated content: 

- All known deepfake/image/video generation platforms are blocked for students 

- Students receive education on ethical and safe AI usage 

- Creation or distribution of malicious synthetic content (e.g. impersonation, fake explicit media) will result in safeguarding escalation 

- DSLs follow DfE “Sharing nudes and semi-nudes” guidance (2020) where applicable 

 

Monitoring Procedure 
All internet activity on the BGS network is logged via WatchGuard firewalls and retained for 12 months. Keyword-triggered alerts and 

application logs are reviewed regularly. 

 

Purpose of Monitoring 
Monitoring enables the school to: 

- Identify safeguarding risks (e.g. self-harm, bullying, radicalisation) 

- Enforce Acceptable Use and BYOD policies 

- Detect and deter proxy avoidance and AI misuse 

- Escalate serious digital incidents appropriately 

 



Monitoring Infrastructure 

- Logs are recorded against user groups via RADIUS authentication 

- Blocked events and alerts are shared weekly with the DSL 

- A secure SharePoint folder is used to store and access monitoring reports 

 

 

 

 

 

 

 

 

 



3.3 Roles and Responsibilities 

Role Responsibility 

IT Manager Firewall policy, weekly logs, alert triage 

Director of Safeguarding Safeguarding response, policy oversight, 
concern triage, pastoral escalation 

Director for Digital Learning Strategic Digital oversight, policy 
triangulation 

Safeguarding Governor Annual oversight, policy review and 
assurance checks 

 

Appendices 

Appendix 1: Web Filtering and Monitoring Policy Overview 

Web filtering is implemented throughout the school and applied via the WatchGuard firewall, based on age-related user-group 

membership. These policies are structured in alignment with the DfE Filtering and Monitoring Standards (2023) and the KCSIE 2025 

safeguarding framework. 

 

Filtering policies are set by role group and reviewed annually in collaboration with the IT Manager, DSL, and SLT Digital Lead. The 

filtering matrix accounts for online harms across the four areas of risk (Content, Contact, Conduct, and Commerce). 

 

The filtering structure includes: 

- Whole School (Baseline Safety) 

- Years 3–6 (Junior School) 

- Years 7–8 (Lower Senior) 

- Years 9–11 (Upper Senior) 

- Years 12–13 (Sixth Form) 

- Staff and Visitors 

 



A full list of blocked categories by year group is included in Appendix 3. 

 

Appendix 2: Filter Test 

Bedford Girls’ School uses the SWGfL Filtering Test Tool (http://testfiltering.com) to ensure effective web filtering across all user 

groups. This test is: 

- Conducted termly as part of penetration testing and IT review 

- Re-run following any firewall firmware or policy updates 

- Logged and reviewed by the IT Manager and reported to the DSL 

 

This process ensures that filtering remains current, compliant, and able to respond to emerging online risks (including new categories 

of content such as generative AI, anonymous chat platforms, and proxy circumvention). 

 

 

 

 

 

 

 



 



Appendix 3: WebBlocker Policies 

The WatchGuard WebBlocker filtering categories are used to determine which sites and platforms are blocked or allowed, based on 

age group and risk. These categories are maintained and updated by the firewall vendor, and reflect evolving online threats 

including: 

- Proxy avoidance and VPN use 

- Generative AI tools (subcategories: conversational, multimedia, code/text) 

- Anonymous messaging and social networks 

- Self-harm, extremist, or exploitative content 

 

This matrix is reviewed annually during the DSL/IT/SLT digital safeguarding audit and adjustments are made where educational 

exceptions are needed. 
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