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Overview
This procedure outlines the school’s approach to e-safety, filtering and monitoring, in accordance with Keeping Children Safe in
Education (KCSIE 2025), the DfE Filtering and Monitoring Standards, and our internal Acceptable Use and BYOD policies.

At Bedford Girls’ School, our priority is to ensure a safe, secure, and educationally focused digital environment for all users. We
operate a layered safeguarding approach that includes:

- Age-appropriate filtering across all network-connected devices, including staff and visitors

- Real-time monitoring of internet activity, with weekly DSL review

- Restricted BYOD usage — only permitted for Sixth Form students, who must use the BGS-WiFi network with appropriate filtering
- Shared accountability between the DSL, IT Manager, SLT Digital Lead and Governors for policy oversight, risk management and
system audit

Filtering and monitoring systems address all four categories of online harm set out in KCSIE 2025:

1. Content — exposure to harmful material, including misinformation, disinformation and conspiracy theories.
2. Contact — harmful interactions with others

3. Conduct — harmful online behaviour



4. Commerce — online scams or risky commercial services

Ouir filtering systems are tested regularly using the SWGTL Filtering Test Tool and reviewed annually by the DSL, IT Manager, and
SLT.

Content Filtering and Application Control
All users accessing the BGS network are subject to content filtering and application control via WatchGuard firewalls, with
authentication through RADIUS and Microsoft Active Directory.

Filtering levels are tailored to:
- Years 3—-6

- Years 7-9

- Years 10-11

- Years 12-13

- Staff and visitors

WatchGuard’s content filter categories are updated by the vendor and reviewed annually by the IT Manager and DSL.

Application Blocking

BGS blocks age-inappropriate or unsafe platforms including:

- Social media (e.g. TikTok, Instagram, Snapchat)

- Peer-to-peer file sharing, games, anonymous messaging

- Proxy avoidance tools and VPNs

- Non-educational streaming and entertainment platforms

Approved educational exceptions (e.g. YouTube, ChatGPT) are permitted only with written request and IT/DSL approval.



Social Media and Messaging Platforms
Students in Years 3—11 are not permitted to access any form of social media or unauthorised messaging platforms on any device
during the school day.

All such platforms are blocked through filtering and firewall policy. Any bypass attempt, including via SIM-enabled BYOD, is classified
as proxy avoidance and will be treated in accordance with the school’s Positive Behaviour Policy.

Email Communication monitoring.

For the safety and security of users and recipients, all mail is filtered and logged. If necessary, email
histories can be traced.

The school uses a multi-layered layered approach to email protection and monitoring.

1. All incoming email is scanned through a 3rd party secure email gateway service. Mail is scanned
for malicious code, phishing content and spam detection and will block or route email to quarantine
if suspicious content is found.

2. In addition, keyword filtering policies are place on the school’s mail systems.

a. These filter for objectional content (sexual / abusive / harmful in context)

b. Phishing or impersonation attempts

3. Detection of phishing attempts places delivery of the message on hold, where the message is
analysed and release for delivery is the email is not found to be malicious.

4. Where a student safeguarding concern may be detected the email is copied to an “Email
Monitoring” mailbox. The mailbox is accessible to the DSL, IT Manager and Wellbeing Officer. Emails are reviewed
daily and actioned in line with the Acceptable Use Policy available on the Eyrie.

Use of Generative Al Tools
Al tools are filtered and controlled based on year group access and educational value.

- Blocked for Years 3—11 unless explicitly unblocked for teacher-led sessions
- Permitted for Sixth Form, with clear guidance under the school’s Al Traffic Light System
- Unacknowledged or dishonest use of Al for schoolwork breaches the Academic Honesty Policy



Generative Al filtering includes:
- Al — Conversation

- Al - Text & Code

- Al — Multimedia

- Other AI/ML Applications

Protection from Artificial Intelligence Deepfakes and Harmful Synthetic Media

To safeguard students and staff from harmful or manipulated Al-generated content:

- All known deepfake/image/video generation platforms are blocked for students

- Students receive education on ethical and safe Al usage

- Creation or distribution of malicious synthetic content (e.g. impersonation, fake explicit media) will result in safeguarding escalation
- DSLs follow DfE “Sharing nudes and semi-nudes” guidance (2020) where applicable

Monitoring Procedure
All internet activity on the BGS network is logged via WatchGuard firewalls and retained for 12 months. Keyword-triggered alerts and
application logs are reviewed regularly.

Purpose of Monitoring

Monitoring enables the school to:

- Identify safeguarding risks (e.g. self-harm, bullying, radicalisation)
- Enforce Acceptable Use and BYOD policies

- Detect and deter proxy avoidance and Al misuse

- Escalate serious digital incidents appropriately



Monitoring Infrastructure

- Logs are recorded against user groups via RADIUS authentication

- Blocked events and alerts are shared weekly with the DSL

- A secure SharePoint folder is used to store and access monitoring reports

1. Alarms are configured to trigger email notification to the ICT team for the following categories:
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3.3 Roles and Responsibilities

Role Responsibility

IT Manager Firewall policy, weekly logs, alert triage

Director of Safeguarding Safeguarding response, policy oversight,
concern triage, pastoral escalation

Director for Digital Learning Strategic Digital oversight, policy
triangulation

Safeguarding Governor Annual oversight, policy review and
assurance checks

Appendices

Appendix 1: Web Filtering and Monitoring Policy Overview

Web filtering is implemented throughout the school and applied via the WatchGuard firewall, based on age-related user-group
membership. These policies are structured in alignment with the DfE Filtering and Monitoring Standards (2023) and the KCSIE 2025
safeguarding framework.

Filtering policies are set by role group and reviewed annually in collaboration with the IT Manager, DSL, and SLT Digital Lead. The
filtering matrix accounts for online harms across the four areas of risk (Content, Contact, Conduct, and Commerce).

The filtering structure includes:

- Whole School (Baseline Safety)
- Years 3-6 (Junior School)

- Years 7-8 (Lower Senior)

- Years 9-11 (Upper Senior)

- Years 12—-13 (Sixth Form)

- Staff and Visitors



A full list of blocked categories by year group is included in Appendix 3.

Appendix 2: Filter Test

Bedford Girls’ School uses the SWGfL Filtering Test Tool (http://testfiltering.com) to ensure effective web filtering across all user
groups. This test is:

- Conducted termly as part of penetration testing and IT review

- Re-run following any firewall firmware or policy updates

- Logged and reviewed by the IT Manager and reported to the DSL

This process ensures that filtering remains current, compliant, and able to respond to emerging online risks (including new categories
of content such as generative Al, anonymous chat platforms, and proxy circumvention).



Filter Test

Your Connection Results Overview

Type Organisation  Postcode

s e 2 08 o © © ©o
Location Device IP Address CSAM Terrorism Adult Swearing
Becfordshire, Windows, Edge

Engand 132000

Provider Reputation

WatchGuard UTM Excellem

Firebox

Child Sexual Abuse Material

- it
Tests whether you are biocking websites on the IWF Child Abuse Comtert URL list.

Blocked Results & Rs dati
It appears that your filtering system inciuces the IWF URL Filter list. blocking access to Child Sexual Abuse content online

Terrorism Content
Description
° Tests whether you are blocking webses on the Courmer-Terrorizsm Internet Referral Unit list (CTIRUL

Blocked & i
It appears that your filtering system includes the Counter-Terrorism Intemnet Referral Unit (CTIRU) URL fier list. blockingaccess to unlawful
terrorist content online

Adult Content
Description
o Test whether your Intemet fiter blacks access to pornography websites

Blocked Results & Recommendations
Iz appears that your filtering system inciudes blocking for adult content. This indicates that your system has a list of aduit websites or pages
that are actively being dlocked.
The test only checks to see if blocking is in place, and does not measure the effectiveness of the blocking across the range of available
sources. Check with your filter provider that your system is setup in the most effective way, and matches your policy and needs.

Offensive Language

Description
Accesses a page comaining offensive language to test f your fikering software blocks =

Blocked Results & Recommendations
It appears that your fitering system inciudes blockingfor offensive language



Appendix 3: WebBlocker Policies

The WatchGuard WebBlocker filtering categories are used to determine which sites and platforms are blocked or allowed, based on
age group and risk. These categories are maintained and updated by the firewall vendor, and reflect evolving online threats
including:

- Proxy avoidance and VPN use

- Generative Al tools (subcategories: conversational, multimedia, code/text)

- Anonymous messaging and social networks

- Self-harm, extremist, or exploitative content

This matrix is reviewed annually during the DSL/IT/SLT digital safeguarding audit and adjustments are made where educational
exceptions are needed.



Webblocker policies

information or software for that purpose.

All
Categories - © P = |
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Webblocker © & “ o | o 7]
List - Review > 5
2024
Abortion Sites with neutral or balanced presentation of the issue. X
Pro-Choice Sites that provide information about or are sponsored by organizations that X
support legal abortion or that offer support or encouragement to those seeking the
procedure.
Pro-Life Sites that provide information about or are sponsored by organizations that X X
oppose legal abortion or that seek increased restriction of abortion.
Adult Material Parent category that contains adult-oriented categories; may also contain age- X X X X X X
restricted content.
Adult Content Sites that display full or partial nudity in a sexual context, but not sexual activity; X X X X X X
erotica; sexual paraphernalia; sex-oriented businesses as clubs, nightclubs, escort
services; and sites supporting online purchase of such goods and services
Lingerie and Swimsuit | Sites that offer images of models in suggestive but not lewd costume, with semi- X X X X
nudity permitted. Includes classic calendar, and pinup art and photography.
Includes also sites offering lingerie or swimwear for sale.
Nudity Sites that offer depictions of nude or semi-nude human forms, singly or in groups, X X X X X X
not overtly sexual in intent or effect.
Sex Sites that depict or graphically describe sexual acts or activity, including X X X X X X
exhibitionism; also, sites offering direct links to such sites.
Sex Education Sites that offer information about sex and sexuality, with no pornographic intent. X
Advocacy Groups Sites that promote change or reform in public policy, public opinion, social
practice, economic activities and relationships.
Bandwidth Parent category that contains categories known to consume bandwidth resources. X X X X X
Educational Video Sites that host videos with academic or instructional content
Entertainment Video Sites that host videos with entertainment-oriented content X X X
Internet Radio and TV | Sites that provide online radio or television programming. x X X
Internet Telephony Sites that enable users to make telephone calls via the Internet or to obtain X X X X X




Peer-to-Peer File
Sharing

Sites that provide client software to enable peer-to-peer file sharing and transfer.

Personal Network
Storage and Backup

Sites that store personal files on Internet servers for backup or exchange.

Streaming Media

Sites that enable streaming of media content.

Surveillance Sites that enable real-time monitoring of various types of operations via network
cameras, webcams, and other video recording devices
Viral Video Sites that host videos with high or rapidly rising popularity

Business and
Economy

Sites sponsored by or devoted to business firms, business associations, industry
groups, or business in general.

Financial Data and
Services

Sites that offer news and quotations on stocks, bonds, and other investment
vehicles, investment advice, but not online trading. Includes banks, credit unions,
credit cards, and insurance.

Hosted Business

Sites that provide access to business-oriented web applications and allow storage

Applications of sensitive data, excluding those for web collaboration.
Collaboration - Category used to manage the Office domain:
Office
Office - Apps Office function that enables a user to collaborate through various applications

Office - Documents

Office function that enables a user to collaborate through document applications

Office - Drive

Office function that enables a user to collaborate through virtual storage

Office - Mail

Office function that enables a user to collaborate through email and messaging

Drugs

Parent category that contains categories related to legal and illegal drugs and
supplements.

Abused Drugs

Sites that promote or provide information about the use of prohibited drugs, except
marijuana, or the abuse or unsanctioned use of controlled or regulated drugs; also,
paraphernalia associated with such use or abuse.

Marijuana Sites that provide information about or promote the cultivation, preparation, or use
of marijuana.
Nutrition Sites that provide information about nutrition.




Prescribed
Medications

Sites that provide information about approved drugs and their medical use.

Education

Parent category that contains categories of relevance to education.

Cultural Institutions

Sites sponsored by museums, galleries, theatres (but not movie theatres),
libraries, and similar institutions; also, sites whose purpose is the display of
artworks.

Educational
Institutions

Sites sponsored by schools and other educational facilities, by non-academic
research institutions, or that relate to educational events and activities.

Educational Materials

Sites that provide information about or that sell or provide curriculum materials or
direct instruction; also, learned journals and similar publications.

Reference Materials

Sites that offer reference-shelf content such as atlases, dictionaries,
encyclopaedias’, formularies, white and yellow pages, and public statistical data.

Entertainment

Sites that provide information about or promote maotion pictures, non-news radio
and television, books, humour, and magazines.

Media File Download

Sites that enable download of media content.

Extended
Protection

Parent category that contains categories inferred to have potential security
implications.

Dynamic DNS

Sites that mask their identity using Dynamic DNS services, often associated with
advanced persistent threats

Elevated Exposure

Sites that camouflage their true nature or identity, or that include elements
suggesting latent malign intent.

Emerging Exploits

Sites found to be hosting known and potential exploit code.

Newly Registered
Websites

Sites whose domain name was registered recently and yet not categorised.
Newly Registered Websites involves unknown (Uncategorised) websites
registered within the last 41 days.

Exception is given to websites known to pose a live security risk; such websites
are assigned security classification regardless of the registration attribute. A
website classified under the category.

Suspicious Content

Sites found to contain suspicious content.

Gambling

Sites that provide information about or promote gambling or support online
gambling, involving a risk of losing money.

Games

Sites that enable a user to play or download a game.




Government

Sites sponsored by branches, bureaus, or agencies of any level of govemment,
except for the armed forces.

Military

Sites sponsored by branches or agencies of the armed services.

Political Organisations

Sites sponsored by or providing information about political parties and interest
groups focused on elections or legislation.

Health

Sites that provide information or advice on personal health or medical services,
procedures, or devices, but not drugs. Includes self-help groups.

Human Interests

Sites sponsored by branches, bureaus, or agencies of any level of government,
except for the armed forces.

Alcohol and Tobacco

Sites that provide information about, promote, or support the sale of alcoholic
beverages or tobacco products or associated paraphernalia.

Blogs and Personal
Sites

Sites that host blogs and personal sites.

Hobbies Sites that provide information about or promote private and largely sedentary
pastimes, but not electronic, video, or online games.
LGBTQIA+ Sites that provide information about or cater to gay, lesbian, or bisexual lifestyles,

but excluding those that are sexually or issue oriented.

Personals and Dating

Sites that assist users in establishing interpersonal relationships, excluding those
intended to arrange for sexual encounters.

Restaurants and
Dining

Sites that list, review, advertise, or promote food, dining, or catering services.

Social Networking

Sites of web communities that provide users with means for expression and
interaction.

lllegal or Unethical

Sites that provide instruction in or promote nonviolent crime or unethical or
dishonest behaviour or the avoidance of prosecution therefor.

Information
Technology

Sites sponsored by or providing information about computers, software, the
Internet, and related business firms, including sites supporting the sale of
hardware, software, peripherals, and services.

Computer Security

Sites that provide information about or free downloadable tools for computer
security.




Facebook Chat Facebook function that enables a user to chat within the Facebook community X X X X
Facebook Facebook function that enables a user to comment or like x X x X
Commenting
Facebook Events Facebook function that enables a user to create, modify or respond to an event X S X X
within the Facebook community.
Facebook Friends Facebook function that enables a user to add a connection. X X
Facebook Games Facebook function that enables a user to open or play a game. X
Facebook Groups Facebook function that enables a user to create, modify or join a group within the X X X
Facebook community.
Facebook Mail Facebook function that enables a user to send an email within the Facebook X X X S
community.
Facebook Photo enables a user to upload a photo. X X X
Facebook Posting enables a user to share a post, status, or link. X X X
Facebook Questions enables a user to ask a question within the Facebook community. X X X
Facebook Video enables a user to upload a video. X X X X
Upload
Social Web - Category used to manage the LinkedIn domain. X X X X
Linkedin
Linkedin Updates enables a user to edit a profile or post an update. X X X X
LinkedIn Mail enables a user to send an email within the LinkedIin community. A & A X
LinkedIn Connections | enables a user to add a connection. X x X X
LinkedIn Jobs enables a user to perform activities related to job search X X X X
Social Web - Category used to manage the Twitter domain. X X X S X
Twitter
Twitter Posting enables a user to post an update. X X X X X
Twitter Mail enables a user to send an email within the Twitter community. X X X X X
Twitter Following enables a user to add a connection X X X X X
Social Web used to manage various domain controls. X X X X X
Controls - Various
Blog Commenting General function that enables a user to post a comment X X X
Blog Posting General function that enables a user to post a blog entry X
X X X

Classified Posting

General Function that enables a user to post a classified ad




Web Hosting

Sites of organizations that provide hosting services, or top-level domain pages of
Web communities.

Website Translation

Sites that enable translation of website text.

Internet
Communications

Parent category that contains categories related to internet-based communication
and exchange.

General Email

Sites that provide email services open to general use.

Organisation Email

Login sites for corporate or institutional email systems.

Text and Media
Messaging

Sites that enable the sending of messages and other content via SMS, EMS,
MMS, or similar protocols.

Web Chat

Sites that host Web chat services or that support or provide information about chat
via HTTP or IRC.

Internet Watch Sites that offer content that, in the judgment of the Internet Watch Foundation

Foundation (IWF), violates UK laws respecting child abuse (i.e., child pornography)

Intolerance Sites that condone intolerance towards any individual or group.

Job Search Sites that offer information about or support the seeking of employment or
employees.

Militancy and Sites that offer information about or promote or are sponsored by groups

Extremist advocating anti-government beliefs or action.

Miscellaneous

Parent category that contains categories identified by URL attributes, not classified
elsewhere.

Content Delivery
Networks

Commercial hosts that deliver content to subscribing Web sites.

Dynamic Content

URLs that are generated dynamically by a Web server.

File Download Servers

Web servers whose primary function is to deliver files for download.

Network Errors

URLSs with hosts that do not resolve to IP addresses.

Private IP Addresses

|IP addresses defined in RFC 1918, 'Address Allocation for Private Intranets.'

Web Images

Sites that deliver image content.

Web Infrastructure

Sites that are associated with website architecture.

News and Media

Sites that offer current news and opinion, including those sponsored by
newspapers, general-circulation magazines, or other media.




Alternative Journals

Online equivalents to supermarket tabloids and other fringe publications.

Parked Domain

Sites that are expired, offered for sale, or known to display targeted links,
advertisements.

Productivity Parent category that contains categories considered to affect productivity in a
corporate environment.
Advertisements Sites that provide advertising graphics or other ad content files.
Application and Sites that enable download of software, applications.
Software Download
Instant Messaging Instant Messaging
Message Boards and | Message Boards and Forums
Forums
Online Brokerage and | Online Brokerage and Trading
Trading
Pay-to-Surf Pay-to-Surf
Religion Parent category that contains categories related to religion.
Lesser-Known Sites that provide information about non-traditional religious beliefs and practices.
Religions
Widely Known Sites that provide information about or promote Buddhism, Bahai, Christianity,
Religions Christian Science, Hinduism, Islam, Judaism, Mormonism, Shinto, and Sikhism, as
well as atheism.
Security Parent category that contains categories considered to present security risks.

Advanced Malware
Command and Control

Outbound network transmissions from a compromised machine to the malicious
command and control centre.

Bot Networks

Websites that host the command-and-control centres for networks of bots that
have been infiltrated into user computers. (Web crawlers are not considered bots
for this purpose.)

Compromised
Websites

Sites that are vulnerable and known to host an injected malicious code or
unwanted content.

Custom-Encrypted
Uploads

Outbound network transmissions of documents, payloads, and data that have
been encrypted using custom encryption methods.

Keyloggers

Sites that offer the download of keylogger software or that transparently install
keylogger software without the user's knowledge.




Malicious Embedded
Link

Sites that are infected with a malicious link.

Malicious Embedded
iFrame

Sites that are infected with a malicious content.

Malicious Web Sites

Sites that contain code that may intentionally modify end-user systems without
their consent and cause harm.

Mobile Malware

Malicious websites and applications that are designed for mobile devices.

Phishing and Other
Frauds

Sites that counterfeit legitimate sites for the purpose of eliciting financial or other
private information from users.

Potentially Unwanted
Software

Sites that use technologies that alter the operation of the user's hardware,
software, or network in ways that diminish his control over the user experience,
privacy, or the collection and distribution of personal information.

Spyware

Sites or pages that download software that, without the user's knowledge,
generates http traffic (other than simple user identification and validation).

Suspicious Embedded
Link

Sites suspected of being infected with a malicious link.

Shopping
Internet Auctions Sites that support the offering and purchasing of goods between individuals.
Real Estate Sites that provide information about renting, buying, selling, or financing residential
real estate.
Social Parent category that contains categories of chartered groups or clubs, or similar

Organizations

social organizations.

Professional and
Worker Organisations

Sites sponsored by or that support or offer information about organizations
devoted to professional advancement or workers interests.

Service and
Philanthropic
Organizations

Sites sponsored by or that support or offer information about organizations
devoted to doing good as their primary activity.

Social and Affiliation
Organisations

Sites sponsored by or that support or offer information about organizations
devoted chiefly to socializing or common interests other than philanthropy or
professional advancement.

Social Web -
Facebook

Category used to manage the Facebook domain.

Facebook Apps

Facebook function that enables a user to open or use an app.




Facebook Chat Facebook function that enables a user to chat within the Facebook community X X X X
Facebook Facebook function that enables a user to comment or like x X x X
Commenting
Facebook Events Facebook function that enables a user to create, modify or respond to an event X S X X
within the Facebook community.
Facebook Friends Facebook function that enables a user to add a connection. X X
Facebook Games Facebook function that enables a user to open or play a game. X
Facebook Groups Facebook function that enables a user to create, modify or join a group within the X X X
Facebook community.
Facebook Mail Facebook function that enables a user to send an email within the Facebook X X X S
community.
Facebook Photo enables a user to upload a photo. X X X
Facebook Posting enables a user to share a post, status, or link. X X X
Facebook Questions enables a user to ask a question within the Facebook community. X X X
Facebook Video enables a user to upload a video. X X X X
Upload
Social Web - Category used to manage the LinkedIn domain. X X X X
Linkedin
Linkedin Updates enables a user to edit a profile or post an update. X X X X
LinkedIn Mail enables a user to send an email within the LinkedIin community. A & A X
LinkedIn Connections | enables a user to add a connection. X x X X
LinkedIn Jobs enables a user to perform activities related to job search X X X X
Social Web - Category used to manage the Twitter domain. X X X S X
Twitter
Twitter Posting enables a user to post an update. X X X X X
Twitter Mail enables a user to send an email within the Twitter community. X X X X X
Twitter Following enables a user to add a connection X X X X X
Social Web used to manage various domain controls. X X X X X
Controls - Various
Blog Commenting General function that enables a user to post a comment X X X
Blog Posting General function that enables a user to post a blog entry X
X X X

Classified Posting

General Function that enables a user to post a classified ad




Social Web -

Category used to manage the YouTube domain.

enables a user to comment, like or dislike.

enables a user to upload a video.

enables a user to share a video within and outside of the YouTube community

Sites devoted to a current event that requires separate categorisation

Sites that provide information about or promote sports, active games, and
recreation.

Sites that provide information about or directories of gun clubs and similar groups,
including war-game and paintball facilities.

YouTube
YouTube Commenting
YouTube Video
Uploading
YouTube Sharing
Special Events
Sports
Sport Hunting and
Gun Clubs
Tasteless

Sites with content that is gratuitously offensive or shocking, but not violent or
frightening. Includes sites devoted in part or whole to scatology and similar topics
or to improper language, humour, or behaviour.

Travel Sites

Sites that provide information about or promote travel-related services and
destinations.

Vehicles Sites that provide information about or promote vehicles, including those that
support online purchase of vehicles or parts.

Violence Sites that feature or promote violence or bodily harm, including self-inflicted harm;
or that gratuitously display images of death, gore, or injury; or that feature images
or descriptions that are grotesque or frightening and of no redeeming value.

Weapons Sites that provide information about, promote, or support the sale of weapons and

related items.

Key
X Blocked Category

Allowed Category

E Exceptions implemented, to block or allow access to site for educational purposes.
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